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(54) MICROPROCESSOR AND DATA PROTECTING METHOD 

(57)Abstract 

PROBLEM TO BE SOLVED: To make contexts 
switchable by transfer of cipher data minimally 
necessary for maintaining secrecy pretection under a 
multitasking environment 

SOLUTION: This microprocessor has a command 
deciphering part deciphering an enciphered program 
using a first cipher key (a program key), and a data 
enciphering/deciphering part enciphering/deciphering 
data executed by the enciphered program using a 
second cipher key (a data key). A key pair managing part 
of the microprocessor has a key pair table storing the 
first and second keys in pairs. Tags specifying the key 
pairs are stored in a register file together with data 
related to the executed program. When a new program 
key is provided, a data key generating part of the key 
pair managing part generates a data key for 
enciphering/deciphering data executed by a program 
deciphered by the key. The pair of the keys is stored in 
the key pair table as a new key pair. 
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tt, ^-rs^Tx-^l/^xvFU^r-i'VT 5 '^^ 
y h y ol^7f-7";i/^^5 1 tnil 6k*7h$ 

wmttvi-tT F UX^f , Jf-Ottffi^aVriRWt, «■ 

CO 0 6 3] 08tt. x— ^ • ^^-y 4 0 1 ©Pf*I 
4»jSW*S-r. f-^tr>i4 0 1li, 
— ^t7->j7^V4 0 2©@E5<JT^E!t?nSo x— 

-> a. s nr (/ > 5 ffiS-r — ^ fc (tffl 2 ■£ ^ ^ x- ^ S^r 

^-r®-^7 • $ry*ttifrr*iw«4 02-1 ^*-r?.o 
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co o 6 43 09 «\ ^awjasffis o i commzw 

i«»537>Kf-? • UiSX* 5 0 2 

#3Mlc.fc*«^{fc*fT3A^are8W«5 0 3 
i:, «m6*1W»-r4te«>«D^«*W1BiW5 0 4 

swifts,, 

[0 0 6 5] ^-^fflaas 5 0 1 &4£-f, l8MMr+y 10 
7A^-£Jc#LT{lFffl2r-e3Bi#8i (T^^iB) 

CO 0 6 6] tft5©R*HJLS*fc:JSi;Tfl-8Mty 

Itt, 37yFr-J • 5 0 2 tC+Sffl?n^o 20 

fflHHI€SIf»5 0 3 14, 3V> Kt*— * • Pv'X^ 5 
0 2±©Bf#{b£ftT^£:?n^vAf ? — #tCttLT:7° 
a^A^fFffl^-e, Bf§^ny 7 Af-^4«§ft 
■TSo W§<bb^7-f«fc. ¥£©7*-*#f8H**+y 

CO 0 6 7] 01 0(4, 7*— £H6*j&aa&6 0 

rs.mm.mt^iDm^^.to 7*-*flre«igw6 o 1 

14, yoy^teioT^SftfcT&^fcSWiBB 

^x* 6 0 2fc, &iS*cJ:*W^flv1fc^fc*fTa-3 30 
7*- * 6 0 3 t , en 6 ««Jffl T « 
ii><0-r— *BS^*J»ffi6 0 4 fcj^6*J«StlSo 
CO 0 6 8] -r— £Bf^#yi§l56 0 1 (4, -r-^^^-y 

CO 0 6 9] M*fflia*«^7^-i»tt, jWMt'J 

395 7 0 1 *>e><0-r— 3?yKf-? • \s*J7. 
-?>b'T—5t • 6 0 2±<Df r — SUCttLT^— so 
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co 070] — *£&&s$0>'<7;<— *ti, tarn 
31SP7 0 1 tc-r— ^a©K^ffibg^ai-r 0 

^/tt^»J|[»6 0 3 14, 37> Kf-^ • US>*£ 6 

[oo7i] hi is, m^rmmgn o 1 4>j$n%m 

jatH*jS-r„ ^7WSSP7 0 1 (4, • 37 

2 0 1 t(D^>^y^L— X7 0 2 ^«#«3ag|J5 

0 1^0^^71-770 3^ x— ^Bt^-5aaas6 

0 1 tO^>^7i-X 7 0 4 • y—^^l 

1 0 a^naaw? 2 0 fcfr&swtsns. 

CO 0 7 2] • 7—7)V7 1 014, aSS<D«-«7 

ox>fu — 7 1 i**rr*o ^n^n©^Tt4, :/ 
D^ 7 Ai7 11-1 af— zmi 1 1 -2 

E^&SSa^T • 7—7)1; 7 1 OMVfyi'X? 
££0 • r— :/>W 1 0OBHI4, JWTTfttWr 

[00 7 3] 0) 7nif5A*©R*diL 

tfrfra*«waau5 0 1 ta^rwag^ 0 1 kwen 
bnaiffw?), ft^8ifffl!aw»7x-x7o 

^«*«ia»5 0 1 <DUi?X*K3c>&m'<7 
CO 0 7 4] (2) f-?lOi*fflL 

7*— *Hfre/arejas»6 0 1 t®^T^saJ7 0 1 
<JDH-efftjn*ft^Ta&»3, 7= , -^BiE#®a^')'>^7 

x— ^ 7 0 4 testis*- h*^t4R»aL!W 

7*— *BS*/d*«raiaP6 0 ioi/^*t* 

CO 0 7 5] (3) 1^7©K*tfib 

-3720 1 fcH^7gSSP7 0 1 tCP^T 

[0 0 7 6] (4) a-^TO##JX^ 
£I^TSiJSlg|57 2 0 t««Sn4#-h*^t5t*a 
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[0 0 7 7] @^T«SSI5 7 0 1 (Om^Tftlfflffi 7 2 0 
f4, ^a-tr-yy- • 372 0 1 *->S<0g3Rfc:fiEu\ 

[0 0 7 8] (1) tfb^«^7oa» 

^7f&Jffl)g|$7 2 014, • 372 0 1 *■>£>, 10 

"yLMrr-^ii, ctncffli^?>n£C fcE&£»^7 • 

7 2 1 tftttSft, g^7 • *ytt«^7 

[0 0 7 9] &MAtire&L98B7 2 2 «, ^a-fe-y-y-O 
SMfcttfcB^T, «SaflJU5>**7 2 l±<D®-r-2 
£&^fl:U »^7 • US^X#7 2 4 0^D^5Ail* 

*mb«7 24-ifcttifrrs. sfc, •7 f -^a^a57 
2 3 ffit©#s, fc i: x asjB&t±mm-uy t — 20 

MfiHtt 724-2 tctswr *. si^Tfijffligp 7 2 0 a, 
Ltif.i^atfuv'x^ 724 cM?ns a-^ 

7 - 7— 7>W 1 0©&^7»£&#HM'EESt5V'>T, 

m^7 • T-zr )v 7 1 oESf&ofc^Tfces-rso 

[0 0 8 0] (2) K#O»^7<0ic*aiL 
®^T»gP7 2 014, ra-t-^072 0 1i^> 

^7 • -r— 7;l/7 1 0'\O-l'yf7i'Xi:LTffl^?.n 
§0 ®^7 • *r—fi\/l 1 0i4, J tOtt#fflbMkflFK«fc so 
oT, ^yf7^XA^t§i^7^!3fflU 
«g»ft«^7S!l»a5 7 2 0*0^7 • 7 2 4E 

*Hfrr*. ®^TBt#Maai5 7 2 5«, 1^7 • 

?7 2 4±fc^3nTi^S¥:&^©:/nif5A*7 
24-li:f-^l7 2 4-2J:^ -OCf-^tL 

^{k@-^7 • 7 2 6t»«-rso m^Tiimto 

7 2 0tt, Bg#{fcS^7 • l^X* 7 2 6±©7 ? -:££: 

[0 0 8 1] (3) K#©^7<D*£jA#- 40 
^7#J9lg|$7 2 Olis 7n-b'yt • 37201^6, H 
-<7 • *J:tf7aHrvtf©^ft-eRS^fl:£ttfc 
d^TTJBii^T • f-?*^?n^ 0 St-^7 • -r 
-*l-iBg^{fcg<"<7 . 1^.^^ 7 2 6fc»tt£tU 
7 • £^"t4«-?7 • 7—-7)\;7 1 0-^tD-l'>7 :? -V^7.i: 
LTfflV^n^o ®-?7Bt^ffiaSI5 7 2 5 «f^<t 
m^7 ■ \si?7>9 7 2 6±Of-?«> T/n-fey-y-fiDffi 

*tt, 7P^52>Jte«fctfT f -*«©2 0©«i:LT, 
^^7 • l^>"7.* 7 2 4 tct&mZtlZo m^Ty—ZT/V so 
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7 1 014, ^<D»#&#JSm;:S-3t^T, 7 2 

4±«@^7^##K-To 

[0 0 8 2] *%B^©-7^^p^ , P-fe-y9-{Cl4x ft SUE 
E, fl.gP*^U • ^y?7x-^ 1 0 3?r^LT7i7-b 

x^n^gp^ytf^ft-f §<, cne><o-?-s, v-r* 

ESSsWAn $ nt^ £ * t 'J (Jz t x. If -r A U 
£ 2 1 0, L/->*X^77'f;l'2 3 OfcH) rpggM 

fa. • =E V (it t T>j3 0K "T— £ 

40l4f) T-2d5*^c{4, rp*gg|5^+ v 
fa. • *^->Jj fcnf^o 7n-fe»y-*}-©fl.gWc£3** 
U, &-SW4, :/a-te>y-+f<r)rtgPE£3tf®-^7 . 

[0 0 8 3] «TT% iinfiiO^t'JO^T'Of-^S 
rt»T*S*»*1«»T36SiJ»tJ:oT, (i) 

^*u^ (iio^-sp^^ufrertw^^u^ (w)^ 

[0 0 8 4] *te % ^flSJBMlT?**, R I S ClO^a 

[0 0 8 5] C 1) 7n-tr-y+>- • n72 0 1 0^7i 
■;ff3-?2 2 0£im7x7f©gS4Wf 
— ^fejM 

i^70?nfe5. 
[0 0 8 6] (2) 7D-b7to72 0 1©^t'J- 
7^-bXg|52 6 0-PD-K^S5^ttXh7)W*^ 

[0 0 8 7] (3) ^a-b-y-y- • 37 2 0 1 ©»fl5lwS 
iiSJSg|5 2 5 0T'#^*fT^nfc^*±DS-r-^^jM 
RISCS<D7 p n-tr>y9-E*3V>Tt4, iH#^(4, 

14, U->*X^ 77-<;l/2 3 0±Ob->*X?HOf-?K 

m$hm^7<DZ?r*&%o 

[0 0 8 8] *jc, *^fig^ffi^cfc^,^T, Mlt^ff 
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-^*«H-r«fc*o«*ifc-3«'' 4 TBiwrso x-*<d 
&wut. xmtsmwx& 250 nmi-*^ > f • * 

^95 2 5 2, ^t'J • T^-bXgBZ 6 0<Dx— 

6 2, *3«tt>*^^fT$fJfflia5 2 2 3CS^ 

[0 0 8 9] x- * KSlKfls 3 * yffl^ogljjft £ LTH 

[0 0 9 0] (1) fl^t'JHOf-i'ei-efct) 
T, e38^rt^*v->aT*fc«i:#fca\ x-2£ 

rt-T4. x-^tt^ossftasstu easftfctt, x- 

[0 0 9 1] (2) rtW^tUIHO^-^lEaST?*^ 

[0 0 9 2] (3) ftgM^VfrS^gM^U^Ox— 

jrr §Bg#® (x-*») -eas^bsns. 

8M ^ U 6 fl-SM * U ^x- * *K3f r * 

[0 0 9 3] (4) ^95^ ^ UA^ rtSP^^r "J 'VCOx- 

cot*, tgswfc* iftfrnfet zm.^T<D& 

SSP 5 0 1 SrHSLT, lESBfe^ ^Jb^SJS-rsa^T© 40 

[0 0 9 4] (5) ttBMtUHn©'r— *Ri2!fc«:, * 
*&^g07o-fe«y-9-«:lia^-L£:l,\, ftoT, ftBM* 
UIHOx-^CSflMMBifcoi^TU:, fi£*J$fl5 ra«"P 

[0 0 9 5] c0£3ft««MM&&«^fcffla<D 
MfcLT, ^l/-f-f^-->XfA (OS) ©S* so 
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2-1 4S#IBLTKfflt5. M3£«MI»K 0!l£LTJS 
l/^Oti, MIPS Techno log ies?±©R3000^^a-t-y +)-?? 

[0 0 9 6] tuffi*f T i:bT, Xf'^S 120 11^ 
T J: 3 K, BS^bSnfc^n^Aprogrm-l*^— !f 

fc&OT'a^ASprogkey-li:, C ©®<DSr^SS^F 
££l£2nrcx-2®datakey-lfc#. S^TtLTSI 
^7 • x— 7;l/7 1 OfcfSSftSftTV*,, il©i^7* 

tts-r**-^ • *if*tag-ifc-r*. 

[0 0 9 7] cct% ttas*5©*J&&5M£&aSfcL 
«\ Xf'^S 1 2 0 3^1" «fc3fc:> S4©^n^7 

Xf77Sl 20 5t^tJ:9^ ya-fe>y+J- 
cDttft^E:- Ktti— if • K*»5*— • Ffc 
*^©ffltt*Sb«^TO^^«3!p6, *-* 

»fE*-Ffc*yfiS©«J»)tM.fc«fc-3T, Xfy^S l 
2 0 7 KjjVT <fc -5 OS ©— gPT&^M^MS^-x 

•y^S 1 2 0 9C^1-<t?^ ffga- 9* • ^E— FK3J 

[0 0 9 8] 0 1 3ti, 0gfl-$QS;l/— x">S 1 20 7O 
fftffl&Xx-y^irrf,, £-f> Xx>y7S 130 1ti 

x^XK -r&fc^L-^X^T-Ol^ 3 0<DF*3!g£\ 

Xf7^S 1 3 0 3T\ iljeLfcHS&»^7'?y(t 

ag-o ^w^-r**^*, it^T*aaP7o i*>£i^ 

LSM^). fcfc, Uv'X?7r^V2 3 oicitsauft 
t^7f-^tt, O SOf- ^Tfe^fc46, tag-KAMt 
JlD^nTV^S„ Xf'y7*S 1 3 0 5T\ a-^z-r— 

a— 9*^— F©f-^ (cntcatag-iAHtira^ti 

— !f03>f+XhaWX^7 7'f;l/2 3 0<D^tc31 
S^nTfcA^ ^OiI^5fe* , 7 ? -^4 i +-y>'^± CrtSP^ 

^3^?>(i, U^7^77l';b2 3 OA^OziVx 
F«03lMtt^TLTV>5 o ^LT, X-r>y7°S 1 3 
0 7 T'W ») jA*$a3*#ifT-f « 0 

[o o 9 9] m 1 4«, ea*i>fiua;b— ^>3b%7bfca 
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5A©ffM) 07a— SaVT. £1% T.'rvfS 1 4 0 
1T\ **UlCiIjttS«T43»)fc*'"<7 , *0 SCf-? 
i:Lt^t'Jfr5.n-Kt5o 7,t";-?S 1 4 0 3 T\ 
C©^T^tag-HC^jS-r^a-^ThLT@^T • 7=" 

Xf7^S 1 4 0 5T\ ^^UtCjlSLT^ofcnVx 

*iffcLTiitag-i*JfcrrSo S6fc, Xt-v7S 1 10 
4 0 7T, WTS^u^A 
A-?;/*©!!^ • *^(tag-l)£5rt&&frr 

So A&IC, Xfy^S 1 4 0 9T% 0!WttJIM}tf*(MIP 
S-IvettERET^)*ffll/^T3-— tf • ^e— HtlgfS 

Rj 2 n * x- £ 1 T*£ -5 o 

[0 1 0 0] 3yf«h©S#tIiOiK^ tag-l 

tLTlHTLTl^tfCtiv tag-lCD^— ?(i!lIO 

^(EMItttag-lTfetK v-r^D-/n-b-y-9-rtg[5tDffl 
0 S«jB3C:i:#T?#:&l/\, Hff^ntl^ 

&£C^&Ucf#£cfct±^t£T-;&3 0 Site, n>T- 30 

o s gg-0£3MB«* «»Lfta-if03yf*x 

[0101] coia^ 7D^7Aitf-^i^i 
^7 fcLT^FnraHca 3 c tic*!), tftt-HTStT « 

ttft*. 

[0 10 2] <jg2£flBBffi>Bll 5tt» *»WO»2 
HfiS® frfr S T >T d' D ^ a -b -y -T S SI^T 

1 OO«fig0TS5o Sg 1 *6MSK:fc^T 

[0 10 3] v;l/f-^X^^TT'li. ratiO-fcOOy so 



ay^Atcov>T, aaswHOT*— ^iara^asns 

5o Cti&g'J^C-r— ^ao-r^Tfcoi/^Tya^A 

[0 10 4] *CT?IB2*aBg»-eH:, ^n^AiO 
-Y ^x-y d7 X h -r— 2 iO'f Vx'-y d7 X t lz LT 

[0 10 5] 01 5tt, SI2gIf&Jgffi£>@^7' • r— 7" 
)V8 1 0 fiStfiFiJ%^-r o m^r • 7— 7 8 1 0fcJ\ 

[0 10 6] if-7;l/8 2 0ti, ya^Altf- 

^7Al0^yf7?X8 3 1- lJ:s "T—ZMlD-J^ 

=rv ^xs 3 i -2*->e>«fi8?n5o cneo'fyf'^ 

i:#RjSg£&§ 0 01 4 -f>fy 

?X*m^T, 7*D^7A1# 3T'«^{b^n^|W|C^ 

[0 10 7] 8t— 2 0OBtttt, ^©K^fflb 
[0 10 8] (1) SIOK^mL 
ft3@x;/M;©ftiI8*^ if- 701/8 2 O^SffiO 
[0 10 9] (2) 

fc@x> h >J *W 3£-T ^x-y ^x^tti^-r 5o 
[0 110] • f— ^;l/8 1 0£0f&ft«. ^1^ 

fe?£U • -r-7^8 1 Ott, «t— 7 

;l/8 2 0 ta-«T#Sg-r— ^;U8 3 0 £ K#»J£ nTV^ 

[0 111] (1) yD^AtOKftttt 

h*f|-T5gi»tiiLJ*^T*4o #S8-r— "7^8 3 0<D 
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ay^-yryiP^m^xmy—zr^Q 2 o<D^«#fiib 

[0 112] (2) T^-^R^tfJb 
X-^Bf^MS^^^^x-X 7 0 4 fcSMSSftStf 
-h^tSR*WUIff'P*«. ^8 3 0 

CO 1 1 3] (3) «^70Bt#tiiL 

a^TSijpgi57 2 o tmmznztf- h*fl-rsR*ni « 

bJt{tT*&£„ ^;b8 3 OcD-r^T^y^X-^T 

fc «fc •? £ ft % ^ 7 V> ~f P ^5 A® 1 7*— £ M<DJSU5 

2 0*»6K*ffiU f#enfc2 0©«^rt±i^-r«o 
[0 114] (4) tt"<7®«£&& 
®^T»SP7 2 0 fcSfttSn**— h*^-r«»*ii 

atx— ^nfnaf-7;i/8 2ooit)i 

*»ffT«f— ^71/8 2 OfcttHW*. *S*4:bT»6 
nSixvhVO'fyf-y^X?:, #Sf-7;l/8 3 0 20 

*rtfrr*. 

[0 115] fc^T" • -r— 7VV8 1 0«\ ©^T'folSmB 

7 2 03&»6aTrai;ftf^*a«-r*-r>^7x— x*flt 

AT^5. bfctfoT, at^TM»ffl7 2 OOKHtTfe 

[0116] fcffu mzmmmmr-it. —o<D?tni 
^7 • t—TAsZ 1 0 hm.-^7^m^7 2 OtC, gi 1 * 
[01 17] a^T • ^;i/8 1 otcjliq-rs 

[0 1 18] *x-£IS2>»#j*=# 
«^7#J»S57 2 0 fcSHRSn**— h*/rr*»£& 
<W*ff-p*oT, ^7^-*kLT, ^a^Ali'y 
rvi/Zt. T-$Mt. m<*7 • z £ 

&-7— r;i/8 2 otctssft-r^o mgtvTmztxzmx- <° 

vhycoYVx-y^Xi:, — *fcbT§«-l&ofc 

•y^Xt LTJgS-r 5i^7©rn^7 A^f >-r -y * 
7. 8 3 1-1 tf-3!i^yf7 >X8 3 1 - 2c0^ft 

[0 1 19] a^TSlJffl!g|5 7 2 

[0 12 0] *£rbU>-r-£@£>S§^ 

n-trX£#5£-r&M? 1 ©®^7 • mclc&M? so 
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Tt"— ^T'li&l/^V Hg^ftS^T • U^X2 7 2 6k: 
[0 12 1] $f\ glOi^T • >7^y*X 
V\ S^T^S^T' • 7 2 4 fcWBUHT. 

[0122] @-<TBf ^©agp 7 2 5 a. ^mtm.^7 

• 2 4CD7 p n^A®7 2 4 - 1 £rffl 

^TflWftU *©tS**«^7 • 1^X2 7 2 4©f 
-zm.7 2 4-2tC$&*frt3 0 
[0 12 3] a^7$0ffl)g|57 2 0(i, Si ©S^T" • £ 

• US^X* 7 2 4 0f- £®7 2 4 - 2 i: 

m^7j—y)vs i oof*— *a»*i&3M»f^*ffl 

[0 12 4] C©»fMc«k»K SBlftf-i'iO'fy 

A^co-r >f7 * X i: ffitc bfc&f LV^-r V-r <y £ 
[0 12 5] HV^X-tUf, tMS©*"^** /D^7 

S 7n -b X k: O* Rjag^: OT tb S o 
[0 12 6] ±a©7*— *«SMRSkfftt, ^n^Ai 
TBt#{tbfcx-^i:bT#^«feOTfe^A^ ^o^ 

3 WiSUOx-^T-f^ftbfc-r-* bT-^^.5 i: 

^"ftTtift < , S'Jo@^fe t iz Lit if fr— 

[0127] mi^mmmK^r. r-zmmts^zf 

TiE^fco a2*SBK»K*V^Ttt, • * 

[0 12 8] gltffifit'I^L^ *^U-f^> 

**x »2*M»»ici3i/^Tt.ra*KBifrr*o 

[0 12 9] Si fe*tfS2*»JBIB*, tttC^Bl^ 
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[0 13 0] 

^•n^Asa^brsfcibo^a^Aafc, 7*—* 

[0 13 1] Sfc* *aWtein{f, 
[0ffi©ffi*&t&BJl] 

[02] *«w©»*w*iaa7D— 03^, -r— 

[0 4] 0 ltc^-r^a-fev-y- • 370lSit-£5o 
[0 5] H4KCT?!*ffilft9mn0!$UBI'F&3. 
[06] 04{c^-r->7.xAUv ; X^©l¥ffl0T'fe-5 o 
[0 7] E 1 (Cit^t 7->aO0T$5. 
[08] lltitf-^fyi'iOit'SS. 



[09] 0 HCjgVtlft<frBg^$aga5<D0T&3o 
[010] 01 fc^T-r— *e^/aH£JBaS5©BlTfc 

[01 1 ] 01 fcavr^T'wawois-es&So 

[01 2] ^aTOOvf^nya-fe-y^tefettsMtJiJ, 
[013] 01 2<Dmn^m.)U— fy<Diffl^StiT' 
[014] 01 2 ©3 >f*X m^Xfy 

[015] #58IE©£2^«ttfc:frfr3M-'<7' • x- 

:7\>1/<D0-Z?£5o 

1 0 1 7>f^O^Dt-^ 

1 0 2 • MX 

103 fl-SB^x • ^y^7i- X 

2 0 1 • 37 

2 1 0 ->X-rA • Ui^X#g¥ (£3<DEtt{RUD 

2 3 0 \s*?7s ^-77^1/ (3! 2 OEttffitt) 

250 w 'Mmmmw$!> 

2 5 2 »JM-"«5 > F • * $*PJJ£» 
2 6 0 ^^E'J • T^-trXSB 

2 6 2 -r- 2 ESS * y^JSSP 

270 m**7WW8M>*7*—x 

3 0 1 Wtfyv'a 
40 1 x*— £ • ~>ol 

5 0 1 lfltf*a»*UiW 

6 0 1 T-zsm/m.^mm^ 

7 0 1 a-^rwsas 

7 10, 8 10 • t=— (SS 1 ©EtttlWS) 

720 m^rmm^ 

7 2 5 fg^TBg^tSB 

7 2 6 mmtm^T • U~>"X* 

8 2 0 

8 3 0 M-^T^mT—yjv 
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